SKAT

PYKOBOACTBO NO
SKCIMNYATAUUN

SNMP-MOAVYJ1b

SNMP-MOAYIb DA 806



Bnazodapum Bac 3a ebi6bop Hawezo0 u3zdenus!

Meped HayasioMm pabombl O3HaKOMbMeCb C HacmMoOSIWUM pPYyKO8oOCmMeoM o
aKcnnyamauyuu, Komopoe makxe codepxum ceedeHusi nacriopma u3desnusi, e
coomeemcmeuu ¢ mpeboeaHusimu FOCT P 2.610.

BctpanBaembin  SNMP-MOAYJIb DA 806 (manee no TekcTy: MoAynb, u3genve)
npegHasHayeH Ansg paboTbl B cocTaBe UCTOYHUKA GecnepeboriHoro nuTtaHus (manee no
Tekcty — WBI) n paccuMTaH Ha HENpPepbIBHYK KPYINOCYTOYHYHO paboTy B 3aKpbITbIX
NOMELLEHUAX.

MHdopmauma o gate Bbinycka COAEPXKUTCA B CEPUMHOM HOoMepe mapenus. CepuiiHbin
HOMEp HaHeCeH Ha 3aBOACKOW HaKnenke, pacnonoXeHHOW Ha n3genun n Ha Tape. lNMepsas
undpa CepunHOro Homepa o3HavaeT MOCeAHIo UMdpPyY roga BbiMycka, a BTopas 1 TpeTbs
— HOMep Mecsaua B rofdy Bbinycka. [laTa BbiMycka M3genua Takke ykasbiBaeTcs B
PYKOBOACTBE MO 3KCnyaTaumu.

SNMP-MOAYJIb DA 806 BsaumopencrtsyeT ¢ MBI no cobcTBEHHOMY BHYTPEHHEMY
npotokonny obmeHa. OOMeH [JaHHbIMM C BHELWHEeN CceTbld MPOMCXOAMT MO
CTaHA4apTU3MPOBaHHOMY MPOTOKOMNY CETEBOro ynpaBneHusi, YTo no3BonsdeT obbeauHATb
pasHble YCTpPOWCTBA B CETU MOA YNpaBlieHWEM €LWHOW KIMWEHTCKOW nporpammbl. [pwu
nepefaye AaHHbIX UCMOMb3YHTCS HOBEWLIME NPOTOKONbI 6e30NacHOCTH, Takue kak SSH, u
SNMPV3.

U3penue umeer:
e ceteBon nHTepdenc 10/100/1000 Base-T Fast Ethernet Ha pasbeme RJ45;

e BCTPOEHHbIN http-cepBep, KOTOPLIN 0becneunBaeT 4OCTYN K MHTEpPAency Moayns yepes
CcTaHgapTHbI web-6pay3ep nnu Telnet ¢ BO3MOXHOCTbIO KOHGUrypupoBaHust IP-agpeca
KakK Bpy4Hyto, Tak n yepe3 DHCP unu Bootp.

U3penune obecneunBsaer:

e BO3MOXHOCTb yAaneHHOro MoHutopuHra u ynpasnexunsa VB[ yepes nokanbHylo ceTb
unu NHTepHeT;

e nony4yeHne MHpOPMaLUN O COCTOSHUU CeTeBOro anektponutaHus n MBI B pexumve
pearnbHOro BpeMeHu 1 BeAeHue XypHana pernctpauum cobbiTui U AaHHbIX C ykazaHueM
TOYHOTO BpPEMEHW, aBToMaTuyeckass OTrnpaBKa MO 3MEKTPOHHOW MOoYTe eXeAHEBHOro
oT4yeTa o coctosiHumn UBIT;

e HaCTPOWMKYy 4YacOB pearibHOro BPEMEHU BPYYHYHO UMM aBTOMATUYECKM MPU MOMOLLM
SNTP-cepBepoB, HACTPONKY BPEMEHHOW 30HbI U NEPEKMIOYEHNSA HA NEeTHee BpeMs;

o BO3MOXHOCTb OpraHmM3oBaTb CUCTEMY BbINOJIHEHUA KOMaHA NO 3apaHee 3agaHHOMY
pacnucaHmio;

e yaalneHHoe ynpaslieHWe, BO3MOXHOCTb TeCTUPOBaHWUA, nepe3arpy3kn U OTKIMHYeHUA
WBIT;

e BO3MOXHOCTb AMCTAHLMOHHOW nepe3arpy3ku nogknioveHHoro k MIBIN obopyaoBaHns Ha
yaaneHHoMm obbekTe C¢ obecnedyeHMeM aBTOMAaTUYECKOrO KOPPEKTHOrO 3aBepLueHUs
paboTbl cepBepoB M paboyvMx CTAHUUA C COXPaHEHWEM AaHHbIX NMPWY BO3HWKHOBEHWMW
NpobneM ¢ 3NeKTPONUTaHNEM;



HaCTPOWKY pacnmcaHus TeCTUPOBaHUS, BKtoYeHus/BbikntodeHus VMBI no gHam Hepenuv
UM KOHKPETHbIM AaTaM;

0OHOBMEHMEe BCTPOEHHOTO MMKpONporpaMMHoro obecneyeHus vyepes WEB-nHTepdeiic
U1 ANCTaHLUMOHHO C Ucnosib3oBaHueM npotokona TFTP;

otnpaeky SNMP-trap, E-mail u SMS ans onoBeLLeHNss 0 COBbITHSAX;

MOHMTOPUHI OKpY>XXaloLen cpedbl Npu MOAKMYEHUM OOMNOMHUTENBHOMO YCTPOWCTBa
conpsixeHust NetFeeler TW 3806 (yCTpOMCTBO B KOMMMEKT NOCTaBKWN HE BXOAUT).

TEXHUYECKUE XAPAKTEPUCTUKA

Tabnuua 1
:ﬁl Harrannpz:noeii:"e 3HaueHue napameTpa
1 |WcnonHenne YcTtaHoBKa Bo BHyTpeHHun cnot UBI
SKAT-UPS 1000 RACK-ON; SKAT-UPS 1500 RACK-ON;
SKAT-UPS 2000 RACK-ON; SKAT-UPS 3000 RACK-ON;
SKAT-UPS 6000 RACK-ON; SKAT-UPS 10000 RACK-ON;
MpumenseTcs SKAT-UPS 1000 RACK-ON-2x9Ah;
2 c VIBM SKAT-UPS 1500 RACK-ON-3x9Auy;
SKAT-UPS 3000 RACK-ON-6x9Ah;
SKAT-UPS 10-3/3-ON; SKAT-UPS 15-3/3-ON;
SKAT-UPS 20-3/3-ON; SKAT-UPS 30-3/3-ON;
SKAT-UPS 40-3/3-ON
http, https, IPv.4, IPv.6, SNMPv.1/v.2c/v.3,
MonnepxmBaemble TCP/IP, UDP, SNMP, Telnet SNTP, PPP, HTTP,
3 NPOTOKOMI HTTPS, SMTP, FTP, SSL/TLS, SSH, BACr_1et,
DHCP, BOOTP, DNS, DDNS, PPPoE, Radius,
Modbus
4 | Pasbemsbl 1 x RJ45 Ethernet; 1 x mini-USB
naponb nonb3oBaTenf; orpaHU4YeHne goctyna
5 |3awwTa goctyna

no IP-appecam; noaaepxka RADIUS

YBeaoMneHust o cobbITUsIX
MBI n cetn

AnekTpoHHas no4ta, SMS unu Trap-

coobGlieHue
aneKkTponuMTaHus
BbikntoyeHue, nepesarpyska v 3anyck
7 |Komangbl ynpaBneHus camoTtecTtupoBaHus UBI, byHkuna Wake On
LAN
8 | KnumaTnueckoe ncnonHexHme no FOCT 15150-69 YXn4.2
9 CteneHb 3aWuThl, obecnevmnBaemas 0601104KOM Mo P20
FOCT 14254-2015
10 |Macca, 6e3 ynakoskn HETTO (BPYTTO), He Gonee 0,06 (0,13) kr
1 abapwuTHble pa3mepbl 6e3 ynakoBku LLXBXI, He 52%26x80 MM

bonee




Mpopomkenne Tabnuupl 1

:/gn HanmeHoBaHue napameTtpa 3HauyeHue napameTpa
12 giizzmmble pa3mepsbl B ynakoske LLUXBXI", He 177x50x135 MM
13 [vnanasoH pabo4ymx TemnepaTyp 0...+45°C
14 OTHOCUTEeNbHasA BNaXxHoCTb Bo3ayxa npu 25 °C, 0...90 % (6e3
He bonee KOHAeHcauum)
A BHMUMAHMUE! He ponyckaeTcs Hanu4ue B Bo3ayxe TOKOMPOBOASLLEN
NbIJIA U NapPOB arpecCUBHbIX BEWECTB (KUCHOT, Wwero4ver 1 T. n.)
15 CopaepaHue gparoueHHbIX MeTanmnoB U KaMHen | Het

MpeanpusTtne-nsrotoBuTens ocTaBnseT 3a cobon npaBo  COBEpLUEHCTBOBATb
KOHCTPYKLUMIO M3genus, AobaBnaTb AononHuTenbHble (YHKUMW, HE MeHss KayecTBa
3asBMEHHbIX B AAHHOM PYKOBOACTBE MO 3KCMnyaTaumm TEXHUYECKNX XapaKTePUCTUK, U, HE
yBegomnsasa notpeburtens o6 namMeHeHmsx.

KOMIMIEKT NOCTABKU

HanmeHoBaHue Konuyectso
SNMP-MO[LYNb DA 806 1 wr.
PykoBOACTBO MO aKcnnyaTaumm 1 3k3.
Kabenb USB 1 wr.
CD-guck c NO 1 wr.
Tapa ynakoBo4Has 1 wr.

YCTPOMUCTBO U PABOTA U3OENNA

MHpukaTopsl
COCTOSIHUS

Pasbém
MUHM-USB

Pa3bem RJ45

MHankaTtopbl
ceTu Ethernet.

PucyHok 1 — O6wmn By nsgenusi



®yHKUMOHamNbHbIE BO3MOXHOCTU 13fenusi obecneunsatoTcst cneyuansHbiM NporpaMmHbIM
obecneyeHnem Ha CD-aucke (BXOAMT B KOMMIEKT MOCTaBKU):

Netility - MO pna koHdurypaumn IP-agpeca wusgenusa u oBHOBNEHWS BCTPOEHHOrO
nporpaMmMHoro obecneveHus;

ClientMate - ytunuta gns 3aBeplueHus pabotsl Windows, Linux, FreeBSD;

SNMPView - MO nog Windows ansa ynpasneHus Heckonbkumun MBI ¢ yctaHOBNEHHbLIMU
Moaynsamu;

SMS Server - MO anga paccbinkn CMC coobuieHun;

UPS MIB - MIB-cainn (management information base) Ans uHterpaumm B CCTeMbl CETEBOTO
ynpaBneHus;

Time Server - ytunuta ans KOPPEKTUPOBKMN BPEMEHU

Bonee nogpobHoe onucaHue nporpaMmm u paboTbl ¢ HUMK cM. Ha CD aucke.

BHUMAHUE: Kaxgbin SNMP-MOLOYJIIb wmeeT cBOM YHUKanbHbIA CEPUMHBLIN
Homep/MAC-agpec n naponb ansa naeHtudukaummn B Netility. UHcdbopmauusa ykasana
Ha 3TUKETKE KaXaoro uspenus.

MHankaTopbl COCTOSHUA

Kentowi | KpacHbin

;\/v? & Onucaxve
e i

)

MoraweH | MoraweH |W3genue BbIKMOYEHO

Ceetutca | lMoraweH |HopmanbHas pabota

CseTutCA Mwuraet |Het coeguHenus c NBI

UHgn KaTopbl CeTu

WHavkatop Onucanve WHavkatop OnuncaHve

CBeTutca: CKopocTb CeeTutCa: CKOPOCTb Nepenayn
nepegayv gaHHbix 100M JaHHbIX 10M

MwuraeT: nget nepegadya MwvraeT: nget nepegada
OaHHbIX OaHHbIX

3enéHbin XKenTbin

YCTAHOBKA U HACTPOMKA

e CHUMUTE 3arnylwKky C BHYTPEHHEro CroTa pacluvMpeHuss Ha 3agHen naHenu WBI,
BCTaBbTe B Hero no Hanpasnsaowmum SNMP-MOYIb oo ynopa v 3akpenuTe ero ABymsa
BMHTaMu (CM. pyKOBOACTBO Mo aKkcnnyataumu UBM);

e noJknounTe kabenb nokanbHOW CeTUM K pa3bemy CeTeBoro nogkniouveHnss RJI45 Ha
NVLEBON NaHenu moaynsi (ceTeBoun kabenb B KOMMMEKT MOCTaBKU HE BXOAWT), €Cru
NOAKIOYEHUNE K NOKANbHOW CETU BbINOMHEHO YCMNELLHO, 3aropuTcsl MHOUKATOp CETU (CM.
pUCYHOK 1);



e AN HaCTPOVKM ceTeBblX napameTpoB 3anyctuTte ytunuTy Netility, noctaBnsemyio Ha
CD-aucke, nocrne 3aBepLUEHMs YyCTaHOBKU, B OKHE NporpamMmbl 6yayT oTobpaxeHbl Bce
moaynu NetAgent B nokanbHowm ceTu;

® HaXXMUTE KHOMKY «HacTporika ceTu» B neBou Yactu okHa nporpammbl Netility, 3apariTte
3HayeHus IP-agpeca, Macks nogcetM M agpec wno3a, Haxmute OK  ans
NOATBEPXAEHNS;

e JOCTYN K MOAYMIO M €ero HacTpovkam MOXeT OCyLLeCTBNATbCA yepe3 nobon Web-
Opay3ep, BBeauTe 3adaHHbI paHee |IP-agpec moaynsa B agpecHyto cTpoky 6paysepa,
€Cnu HaCTPOWKMN BbINOMHEHbI NPaBUIbHO, OTKPOETCS OKHO BCTpoeHHoro Web-cepsepa
Moaynsi;

e Boibepute B neBon vactu okHa Web-cepBepa pasgen «KoHdurypauusy», B 3TOM
pasgene Bbl MOXETE W3MEHWTb HACTPOWKW TOKanbHOM ceTW, 3adaTb HaCTPOWMKM
OMOBELLEHNI MO SMEKTPOHHOW nouyTe, trap-cooblieHun U T.n O COObITUSIX B CETU
anekTponutaHus n coctoaHum UBI.



FAPAHTUWHBIE OBA3ATENLCTBA

CpOK rapaHtTMm yctaHaBnnBaeTcCs 5 nert co gHA npogaxu. Ecnu pgaTta npogaxu He
YKa3aHa, CPOK rapaHTun NcHmcrndeTca ¢ MOMeHTa (}J,aTbI) BbIMyCKa.

Cpok cnyx6bl — 10 neT c MOMeHTa (AaTbl) BBOAA B 3KCNyaTauMio Unu AaTbl NPOAaXM.
Ecnv pata npogaxwv unu BBoAa B aKCNIyaTaLmio He yKasaHbl, CPOK Cryx06bl McuncnseTcs ¢
MOMeHTa (aaTbl) Bbinycka.

Cpok pacLuvpeHHor rapaHTum — 10 neT ¢ MOMeHTa (4aThbl) BBoAA B 3KCMyaTaumio.

MpeonpusaTue-narotoBuTeNb rapaHTMpyeTt COOTBETCTBME 3adBlI€HHbIM NapamMeTpamM npu
cobntogeHuu I'IOTpe6VITeJ'IeM yCJ'IOBVIl7I Kcnnyataumn.

OTmeTkn npogasua B pPykKoOBOACTBE MO 3KCnnyatauun, paBHO KaK M Hanunyme camoro
pykoBoACTBa MO 3Kcnnyatauuu, nacnoprta u OpUrMHanbHOM YNakoBKN He ABNAKTCA
obs3aTenbHbIMU U He BNUSIOT Ha obecnevyeHne rapaHTUMHbIX 0bsa3aTenbLCTB.

MpeaonpusaTMe-na3roTtoBMTENb HE HECeT OTBETCTBEHHOCTb WU He BO3MellaeT yu.l,ep6 3a
nedeKTbl, BO3HUKLLME MO BUHE I'IOTpe6VITEJ'IF| npu HecobntoaeHun npasun aKkcnnyataumm n
MOHTaXa.

Mpy HaNMYUKU BHELLHNX NOBPEXAEHUN KopnycCa v cnegoB BMellaTesibCTBa B KOHCTPYKLUIO
rapaHTUnHoe O6CJ'Iy)KVIBaHVIe He nNpon3BoanTCA.

["apaHTMiiHOE 06CJ'Iy)KVIBaHVIe npon3BoanTCA npeanpmnaTnemMm-n3rotoeutenem



CBUOETENLCTBO O NMPUEMKE

HaumeHoBaHwe:
SNMP-MOLYIb DA 806

[ata Bbinycka «___ » 20 1.

cooTtBeTcTBYET TpeboBaHmnam PUALL.430600.009TY «McTouHmkm (komnnekcsl) 6ecnepeboiHoro
nutaHma SKAT-UPS», TP EASC 037/2016 "O6 orpaHu4yeHnM NpuMeHEHMs onacHbIX BELLECTB B
N34enusax aNekTpoTeEXHUKM U pagnoanektpoHukn”, TP TC 004/2011 "O 6e3onacHOCTU HU3KOBOSbTHOIO
obopyaosanus”, TP TC 020/2011 "SnekTpoMarHMTHasi COBMECTUMOCTb TEXHUYECKUX cpeacTB" 1
NpW3HaH rofAHbIM K 3KCnnyaTauum.

LWramn Cny)Kﬁbl KOHTpONA KavdecTBa:

OTMETKWU NPOOABLA

Mpopasey
[aTta npogaxu « » 20 T. M.1.

OTMETKW O BBOAE B 3KCIJTYATALMUIO

MoHTaxHas opraHusaums
[ata BBOAa B 3KCNyaTauuio «___ » 20 T M.M.
CnyxebHble 0TMETKM

BASTION

bast.ru — ocduumansHein cant
skat-ups.ru — nHTEpHeT-MarasuH

cnpaBoYHas cnyx6a — info@bast.ru
ropsavasa nuHma — 8-800-200-58-30
Texnopaepxka — 911@bast.ru

TEXMNOAOOEPXKA
@@
=

®

dopmat A5
PUALLL425619.043 PO-2
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